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Preface to the Second Edition

We have often been asked whether an updated version of the CSIRT Handbook would ever
be released. Periodically we have reviewed the document and found that most of the material
and guidance provided are still current, relevant, and helpful to new and existing teams. Some
of the examples included and organizations discussed were dated, but otherwise the concepts
and recommendations covered are still valid for today’s work.

In the summer of 2002, the CERT® CSIRT Devel opment Team began collaboration with the
Trusted Introducer for European Computer Security Incident Response Teams (CSIRTS)
service to create a standard set of service descriptions for CSIRT functions. As we finished
that document” it became apparent that we should, indeed, update the CSIRT Handbook to
include this new list of services. Aswe began to revise the document we felt it was also time
to update any out-of-date examples and also any out-of-date terminology. We also included,
where appropriate, references to new discussion topics, resources, or CSIRT operationa
activitiesthat we believe are relevant to the information discussed in this handbook.

In the long run though, we elected to minimize the changes to the original as much as
possible. These are the main changes that have been made:

1. Many of the examples provided in the handbook have been updated. We have kept a
number of the previous examples, as they are still true conceptually and the guidance
available still provesto be useful today. More recent examples have been added that we
hope will be more applicable for today’s readers.

2. Thenew CSIRT service definitions have been incorporated throughout the handbook.

3. Thehandbook has been aligned with other new documents that we have produced or are
in the process of producing, specificaly the new Organizational Models for CIIRTs
handbook. This document is a companion piece to the CSIRT Handbook. It provides
detailed information on the types of organizational structures and corresponding services
that may be implemented to provide a CSIRT capability. We have timed the release of
this updated version of the CSIRT Handbook with the publication of the Organizational
Models for CSRTs handbook.

As stated in the original CSIRT Handbook preface: We can learn from the experiences of
others— and we do this every day. So if you have comments on this version, if you want to

! Thelist of servicesis available at http://www.cert.org/csirts/services.html.
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share your opinions, or if you have other suggested additions, please contact us. We regularly
attend FIRST Conferences and other CSIRT events, and we can be contacted in person or
reached as a group by sending email to the following address: csirt-handbook@cert.org.
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Preface to the First Edition

The number of computer security incident response teams (CSIRTS) continuesto grow as
organizations respond to the need to be better prepared to address and prevent computer
security incidents. Just as computer science has struggled to be recognized as a scientific field
in its own right, computer security has struggled to be recognized as an essential component
of computer science. Similarly, the need for CSIRTs should be recogni zed within the security
arena. As new teams have attempted to form, they have faced the hurdles of having to justify
the need for their existence and gaining support and understanding of the problems that they
aretrying to address. If they have managed to overcome those hurdles, then they have had an
additional challenge to face: the lack of documented information on how to effectively form
and operate a CSIRT and gain recognition for it. So the need for a handbook of thistypeis
long overdue.

The idea to write this handbook resulted from an email discussion between the origina
authors (West-Brown, Stikvoort, and K ossakowski) in the summer of 1996. At that time the
authors were each working on similar projects in their own organizations. helping other
CSIRTs form and devel op corresponding policies and procedures. The authors saw a growing
demand from newly forming teams for help and assistance in their formation and operation
and realized that there were insufficient experts available to fulfill this growing demand.
Because the task of forming and operating a CSIRT is fraught with pitfalls that can result in
the demise of ateam, it was clear that to ensure an infrastructure of competent and respected
CSIRTs, supporting information and guidance would be imperative for success.

Aswith many projects of this type, the handbook development has taken longer than was
originally anticipated; it has been something that we' ve tried to work on when we had spare
time. Given that the field in which we work is so dynamic and demanding and experts arein
short supply, that spare time has generally been carved from late nights and weekends. We
had the luxury of spending most of aweek in October 1996 together devoted to scoping the
handbook, which resulted in a 22-page structured outline of the issues. With that foundation
in place, we returned to our own organizations and began the slow process of writing the
content of the various sections and continued document devel opment.

We hope that you will find this resulting first edition auseful reference document in the
formation, management, and operation of your CSIRT. We have based materia in this
handbook on our experiences in forming and operating our own organization’s CSIRTs and
through assisting other CSIRTs in their formation and operation.

CMU/SEI-2003-HB-002 Xi
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Abstract

This document provides guidance on forming and operating a computer security incident
response team (CSIRT). In particular, it helps an organization to define and document the
nature and scope of a computer security incident handling service, which isthe core service
of a CSIRT. The document explains the functions that make up the service; how those
functions interrelate; and the tools, procedures, and roles necessary to implement the service.
This document also describes how CSIRTSs interact with other organizations and how to
handle sensitive information. In addition, operational and technical issues are covered, such
as equipment, security, and staffing considerations.

This document isintended to provide a valuable resource to both newly forming teams and
existing teams whose services, policies, and procedures are not clearly defined or
documented. The primary audience for this document is managers who are responsible for
the creation or operation of a CSIRT or an incident handling service. It can also be used as a
referencefor all CSIRT staff, higher level managers, and others who interact with a CSIRT.
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1 Introduction

The evolution of the Internet has been widely chronicled. Resulting from a research project
that established communications among a handful of geographically distributed systems, the
Internet now covers the globe as a vast collection of networks made up of millions of
systems.

The Internet has become one of the most powerful and widely available communications
mediums on earth, and our reliance on it increases daily. Governments, corporations, banks,
and schools conduct their day-to-day business over the Internet. With such widespread use,
the data that resides on and flows across the network varies from banking and securities
transactions to medical records, proprietary data, and personal correspondence.

The Internet is easy and cheap to access, but the systems attached to it lack a corresponding
ease of administration. As aresult, many Internet systems are not securely configured.
Additionally the underlying network protocols that support Internet communication are
insecure, and few applications make use of the limited security protections that are currently
available.

The combination of the data available on the network and the difficultiesinvolved in
protecting the data securely make Internet systems vulnerabl e attack targets. It is not
uncommon to see articles in the mediareferring to Internet intruder activities.

But, exploitation of security problems on the Internet is not a new phenomenon. In 1988 the
“Internet Worm” incident occurred and resulted in alarge percentage of the systems on the
network at that time being compromised and temporarily placed out of service. Shortly after
the incident, a meeting was held to identify how to improve response to computer security
incidents on the Internet. The recommendations resulting from the meeting included a call for
asingle point of contact to be established for Internet security problems that would act as a
trusted clearinghouse for security information. In response to the recommendations, the
CERT® Coordination Center (also known as the CERT/CC and originally named the
Computer Emergency Response Team) was formed to provide response to computer security

®  CERT isregistered in the U.S. Patent and Trademark Office.
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incidents on the Internet [CERT/CC 1997b]. The CERT/CC was one of the first organizations
of this type—a computer security incident response team (CSIRT?).

A CSIRT can most easily be described by ana ogy with a fire department. In the same way
that a fire department has an emergency number that you can call if you have or suspect a
fire, smilarly a CSIRT has a number and an email addressthat you can contact for help if
you have or suspect a computer security incident. A CSIRT service doesn’t necessarily
provide response by showing up on your doorstep (although some do offer that service); they
usually conduct their interactions by telephone or via email.

Another similarity between fire departments and CSIRTs is that responding to emergenciesis
only part of the service provided. Just as important istrying to prevent emergencies from
occurring in thefirst place. So just as a fire department offers fire safety education to raise
awareness and encourage best practices, CSIRTs produce technical documents and undertake
education and training programs for the same purpose. In the area of improvement, afire
department will influence laws to ensure improved safety codes and fire-resistant products.
Similarly CSIRTSs participate in forums to improve baseline security standards.

When the Internet Worm incident occurred, the size of the network was estimated at 60,000
hosts; a decade later there were more than 36 million hosts on the Internet and a
corresponding increase in intruder activity. The January 2003 Internet Domain Survey [I1SC
2003] shows 171.6 million hosts advertised in the Domain Name Service. Clearly asingle
CSIRT is unable to effectively serve such avast constituency. In particular asingle CSIRT
wouldn’t be able to address the individual needs of the diverse communities that make up the
Internet due to time zone, language, cultural, and organizational issues. Correspondingly, a
number of organizations have foreseen the need to be better prepared to respond to intruder
activity affecting their community [West-Brown 1995]. This has resulted in a surge of interest
in the formation of CSIRTS.

Hundreds of CSIRTs around the world have formed since 1988, and they, like newly forming
CSIRTs today, face many challenges as they strive to become operational. Newly forming
teams commonly seek guidance and assistance in determining the scope and range of their
services and in forming their operational policies and procedures [Pethia 1990a, Pethia
1990b]. When this CSIRT Handbook was originally published in 1998, there were not as
many resources available to help new teams establish appropriate and reliable services. Today

2 When thefirst edition of this handbook was published, the term “incident response” was used to

describe the core service of a CSIRT (hence the convention for the “IR” lettersin the CSIRT
acronym). As our understanding of such teams has matured over time, incident response has
become one component of a much broader “incident handling” service that encompasses more
than just response to an event. We have, therefore, adopted the convention of “incident handling”
services throughout this handbook (as well asin our other publications [CERT/CC 20024]).
However, we still continue to use the acronym “ CSIRT,” since it is a generic description for a
team and is aterm that has been widely adopted by the community.
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there are many more articles, books, tutorial s,% other documents, and Web resources
available.” There are also various organizations, such as the Forum of Incident Response and
Security Teams (FIRST) and the TERENA-sponsored TF-CSIRT (atask force for the
collaboration of incident response teams in Europe), who promote collaboration among teams
and provide resources for helping new and existing teams [TERENA 1995]. The good news
isthat today’s newly forming CSIRTs need not fend for themselves (learning only from their
own experiences or making costly mistakes); they can now leverage the experiences of many
others to help them devel op and implement more effective teams.>®’

Although more information is now available to help organizations build their CSIRT
capability, unfortunately thereis still little available in the area of operational policiesand
procedures, e.g., generic CSIRT policies, procedures, and templates that can be adapted or
revised for use by newly forming teams. Either existing teams have nothing documented to
share or they are unable to share their documentation due to its sensitive nature. Seeking
expert advice is aso difficult because thereis still a shortage of expertsin the field. Existing
experts are highly sought after, have little time to make available, and can be expensive to

engage.

Once operational, the need for well-defined services, policies, and procedures does not
diminish. Existing CSIRTs lacking clearly defined services commonly suffer from recurring
operational problems. For example, they rely on their existing staff to pass on their
operational experienceto new staff. All too frequently, the consistency, reliability, and levels
of service exhibited by such CSIRTs fluctuate dramatically due to the varied perceptions of
each of the team members. As a consequence, the constituency served by these CSIRTs may
have afalse impression of the services offered, which jeopardizes rapport between a CSIRT
and its constituency that is essential to the success of the team. Clearly defined and
documented services will help the team and, more importantly, will provide guidance for the
team’s constituency, enabling them to understand the services offered by the CSIRT and how
those services should be accessed.

The CERT/CC, for example, offers a suite of courses for both CSIRT managers and incident
handlers. See http://www.cert.org/nav/index_gold.html.

See the CERT CSIRT Development Team's List of Resources for more information:
http://www.cert.org/csirts/resources.html.

See al'so the Workshops on Computer Security Incident Handling, Forum of Incident Response
and Security Teams, 1989-2002.

¢ gparks, Sandy; Fithen, Katherine; Swanson, Marianne; & Zechman, Pat. “Establishing an Incident
Response Team.” Tutorial, 9" Workshop on Computer Security Incident Handling, Forum of
Incident Response and Security Teams, Bristol, U.K., June 1997.

Stikvoort, Don & Kossakowski, Klaus-Peter. “Incident Response Teams: the European
Perspective.” 8" Workshop on Computer Security Incident Handling, Forum of Incident Response
and Security Teams, San Jose, Calif., July 1996.
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1.1 Scope of the Document

This document provides guidance on the generic issues to consider when forming and
operating a CSIRT. Relating back to our fire department analogy, providing an effective
serviceis acomplex operation. It can only be asuccess if it is based on appropriate policies
and procedures and if it addresses arange of both reactive and proactive issues. A fire
department can be avolunteer or directly funded operation. The service provided is based on
available resources and funding. CSIRTs are under the same cost-cutting demands as other
organizations. So they must constantly make the tradeoff between the range and levels of
service that they would like to provide and what they can afford to provide. Thisincludes
identifying the CSIRT services, policies, and procedures appropriate for a given situation. It
also means identifying those operational issues that must be addressed to implement an
efficient incident handling capability.

In particular, this document helps an organization to define and document the nature and
scope of a computer security incident handling service. To this end, we discuss the functions
that make up the service; how those functionsinterrelate; and the tools, procedures, and roles
necessary to implement the service. We also focus on incident analysis. Just as afire
department may investigate afire to understand how it came about (e.g., act of nature, arson,
or an electrical design fault), a CSIRT tries to understand how an incident occurred. While a
fire department’s analysis will include sifting through ashes, a CSIRT’s will include looking
at system logs and any filesleft behind by an intruder.

A fire department needs to coordinate with other fire departments who it may call (or be
called) on for reinforcements in times of peak demand or to address a crisis. It must interact
with other emergency services to respond appropriately and provide law enforcement with
the information that it legally requires. This document will discuss how CSIRTs interact with
other organizations, such asthe sites that report security problemsto it, other CSIRTS, law
enforcement, and the media. A fire department must handle information, some of whichis
senditive as it may pertain to the perpetrator of acrime. Similarly a CSIRT must handle
information appropriately. Most CSIRTSs offer client confidentiality in the same way that
many crisis lines do, shielding the reporters and victims from public disclosure. Thistopicis
critical to the survival of a CSIRT, becauseif it cannot be trusted to handle information
appropriately, nobody will report to it, rendering the CSIRT almost useless. Consequently,
information handling is an essential issue of discussion in this handbook.

Some CSIRTs have dedicated staff while others pull together part-time, volunteer staff and
trusted security experts to address a given security crisis.® A CSIRT’s staff is its interface with
the world, and the image that its staff members project through the way they conduct

8 Moreinformation about different staffing models will be available in a companion document,

Organizational Models for CSRTS, to be published in 2003 on our Web site at
<http://www/cert.org/csirts/>.
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themselves, and the quality of service they provide, are paramount to the CSIRT’s success.
Finding appropriately qualified staff can be difficult, since such staff are in great demand.
However, al too often people responsible for hiring CSIRT staff unknowingly look for the
wrong set of skillsand qualitiesin potential employees. Consequently we discuss staffing and
hiring issues and steps that you can take to ensure that CSIRT staff provide a consistent,
warm, and professional interface for your team.

A CSIRT may provide arange of other servicesin addition to the incident handling service,
such as vulnerability handling and/or the provision of intrusion detection services. Although
we have included a high-level description of these other services, the specific procedures and
policies are beyond the scope of this document.

The material in this document is presented in aform that is suitably generic to enable the
reader to apply it to any type of CSIRT environment, from a fee-for-service team, to an in-
house team for a given organization, or an internationa coordination center.

1.2 Intended Audience

While many new CSIRTs have formed and become operational, the increase in the number of
these teams has not kept pace with Internet growth and intruder activity. Many more
organizations are recogni zing the need for a CSIRT to address their specific needs.
Anticipating this need, we have targeted this handbook at those individuals who will be most
heavily involved in the establishment of CSIRTSs.

The primary audience for this document consists of managers responsible for at least one of
the following:

e thecreation of aCSIRT

o theoperation of aCSIRT

e thecreation of anincident handling service

o theoperation of an incident handling service

Aswell as being a useful reference for higher management levels and al CSIRT staff, this

document can also be of use to other individuals who interact with a CSIRT and would
benefit from an awareness of the issues that affect a CSIRT, such as

o members of the CSIRT constituency
e |aw enforcement

e mediarelations
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We recognize that some organi zations may choose to “outsource” their CSIRT services’ to
other managed service providers, although we have not focused specifically on that audience
in this handbook. We do believe, however, that the information contained in this handbook
can be used by such providers and adapted to fit their approaches for providing fee-based
services to an organization or enterprise. To that end, the handbook can be avaluable
resource document for these service providers in identifying the same types of issues that
other CSIRTsface in providing services to their constituency.

1.3 Use of This Document

This document isintended to provide a valuable resource to both newly forming teams and
exigting teams whose services, policies, and procedures are not clearly defined or
documented. Ideally this document should be used at the early stages when an organization
has obtai ned management support and funding to form a CSIRT, prior to the team becoming
operational. However, the material can still be avery useful reference document for
operational teams.

This material can be used by a newly forming team as the basis for understanding the issues
involved in establishing a CSIRT. The information can then be used to assist the devel opment
of detailed domain- or organization-specific service definitions, policies, procedures, and
operational issues. As aresult of applying the material provided in this document, an
organization should be on afast track to a documented, reliable, effective, and responsible
incident handling service.

In addition, an existing team can use this document to ensure they have covered the main
issues and options that are appropriate for their organization when devel oping their incident
handling service.

Where applicable, the authors identify approaches that have proved successful, as well as
pitfallsto avoid. In addition, various alternatives are described that might suit a particular
situation or be applicable for a given type of team, such as an international response team, a
national response team, an Internet service provider (ISP) team serving its customers, or a
team for asingle organizational entity such asa university or corporation. It isimportant,
however, to note that this materia is provided for reference and guidance. It is not intended to
dictate the range or content of services, policies, and procedures that any given team should
implement. These must be determined based on the individual needs of the CSIRT and the
constituency it serves. Hence, we encourage you to use the material providedin this

The Networked Systems Survivability Program at the Software Engineering Institute with funding
support from the General Services Administration Federal Computer Incident Response Center
(GSA FedCIRC) developed the report “Outsourcing Managed Security Services.” This document
is available from the CERT Web site at http://www.cert.org/security-improvement/modul es’omss/.
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document to understand the issues appropriate for your team’s unique environment and to
choose approaches that meet your team’s particular goals, needs, and requirements.

1.4 Document Structure

Therest of this document is organized as follows. Chapter 2 presents the basic framework of
the CSIRT model and describes basic issues that need to be considered and addressed by
every CSIRT. It also introduces general CSIRT terminology and concepts including the
importance of a clearly defined constituency, generation and implementation of policies, and
the impact of organizational and legal issues on a CSIRT. It introduces a range of services
that a CSIRT might provide and discusses how those services interact with the incident
handling service. This sets the context for the main focus for this document—the incident
handling service, which is described in detail in Chapter 3. Chapter 3 describes the
construction of an incident handling service and its functional components. Additionally, it
discusses the range and nature of interactions that are associated with an incident handling
service and how information (mostly of a sensitive nature) is handled. For completeness,
Chapter 4, “ Team Operations,” addresses practical operational and technical issues that every
CSIRT must consider. These issues, such as equipment, security, and staffing considerations,
are not al exclusive to an incident handling service, but they are critical to its success. The
document concludes with some closing remarks followed by information about the authors, a
bibliography of CSIRT-related materials, and a glossary of abbreviations and terms.
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2 Basic Issues

A CSIRT may offer arange of services. However, it must at least provide an implementation
of the incident handling service discussed later in this chapter and covered in depth in
Chapter 3. Without providing at |east a component of the incident handling service, the team
cannot be called a CSIRT. Consider the analogy with a fire department. A fire department
may provide arange of services (fire prevention, awareness, training), and it may undertake
fire safety inspections. But at the core is the emergency response component. By providing
the emergency fire department, it stays up-to-date and in touch with reality, and it gains
community trust, respect, and credibility. Similarly, in an attempt to reduce the effect of
incidents through early detection and reporting or to prevent incidents, ateam can be
proactive through awareness, training, and other services; but without the incident handling
service, theteam isnot a CSIRT.

This chapter presents the basic framework of the CSIRT model and describes the issues that
affect every CSIRT. Theseissues need to be considered and addressed for all CSIRTs
regardless of their size, nature, or scope. We begin by describing the CSIRT framework in
terms of what it sets out to do (mission), for whom (constituency), what itsroots look like
(place in organization), and who its peers are (relationship to others). Next, we examine a
framework derived directly from the mission statement: the service and quality framework,
featuring CSIRT services, quality assurance, policies as major components, and information
flow as an essential boundary condition. In the last section, we review the issues faced when
adapting a CSIRT to the specific needs of its environment, where the legal issues are a
particularly important component.

2.1 CSIRT Framework

In the search for aquick fix to establishing guidelines under which a new team will operate,
many people go in search of existing CSIRT guidelines with the hope that they can ssimply be
adopted for use in their environment. However, they soon realize that no single set of service
definitions, policies, and procedures could be appropriate for any two CSIRTS. Moreover,
teams with rigid guidelinesin place find themselves struggling to adapt to the dynamic world
of computer security incidents and attacks.

It isimportant to understand the inherent structure and needs of the environment in which the
CSIRT will operate, and the posture that the CSIRT will take in relation to risk management
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within that environment. With that understanding, the reader will be better positioned to
apply this material to best suit that structure and set of requirements. Ultimately, of course,
each team must define its own set of criteriaand operating guidelines that supportsits
environment and constituency.

To obtain that goal in a structured fashion, it is best to start with and to recognize abasic
framework for a CSIRT. That framework consists of the questions “what to do,” “for whom,”
“inwhat local setting,” and “in cooperation with whom.” We capture this set of questions for
the framework as identifying the

e mission statement: high-level goals, objectives, and priorities
e consgtituency: constituency type and relationship with the constituency

e place in organization: position within organizational structure and particularly within risk
management

o relationship to others: setting of (inter)national CSIRT cooperation and coordination and
other interactions

2.1.1 Mission Statement

Many CSIRTs in existence today either lack a clear understanding of their goals and
objectives or have failed to effectively communicate that information to the parties with
whom they interact. As aresult, they needlesdy expend effort and resources (oftenin crisis
situations) in an attempt to

e understand if they are using the correct priorities to ensure they respond to the most
important activity

e correct any inappropriate expectations of those they interact with

e understand how and whether it is appropriate for them to react to a given situation

e revisether policies and procedures to meet the needs of the situation

e determineif the range and nature of the services they offer should be modified

Until a CSIRT defines, documents, adheresto, and widely distributes a concise and clear
mission statement, the situation is not likely to improve. Given the importance of the
statement, it should be non-ambiguous and consist of at most three or four sentences
specifying the mission with which the CSIRT is charged. The statement will help provide a

basic understanding of what the team is trying to achieve; and more importantly, it will
provide afocus for the overall goals and objectives of the CSIRT.

In addition, the mission statement of a CSIRT must have the backing and support of senior
management in the parent organization (e.g., the corporate security officer, head of
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information technology, board of directors, or equivalent). Without such backing the CSIRT
will struggle to obtain recognition and resources.

A mission statement isimperative to enable the CSIRT to establish a service and quality
framework, including the nature and range of services provided, the definition of its policies
and procedures, and the quality of service. Together with the definition of the constituency,
this service and quality framework (detailed in Section 2.2) drives and bounds all CSIRT
activities. Clearly, if the team is housed within alarger organization or isfunded from an
external body, the CSIRT mission statement must complement the missions of those
organizations.

Many CSIRTs additionally supply a purpose statement that supplements the mission and
explains the reason(s) that resulted in the team being established. Armed with this
information, the CSIRT should be in a good position to define its goals and appropriate
services to support its mission. The public availability of these statementswill facilitate the
understanding of the CSIRT (its role, purpose, and the framework within which it operates)
by other parties who will inevitably interact with the CSIRT during the course of its
operation.

2.1.2 Constituency

During the course of its operation, every CSIRT will interact with awide range of entities.
The most important of these is the specific community that the CSIRT was established to
serve: its constituency. A CSIRT constituency can be unbounded (the CSIRT will provide
service to anyone requesting it), or it can be bound by some constraints. Most commonly,
CSIRTs have bounded constituencies that tend to be areflection of the CSIRT funding
source.™ The most common constraints that are used to bound a constituency include
national, geographical, political (e.g., government departments), technical (e.g., use of a
specific operating system), organizational (e.g., within a given corporation or company),
network service provider (e.g., connection to a specific network), or contractual (e.g., the
customers of afee-for-service team).

Table 1 provides examples for how different types of CSIRTs may fulfill differing missions
and serve differing constituencies.

10 K ossakowski, Klaus-Peter. “The Funding Process: A Challenging Task.” 6th Workshop on
Computer Security Incident Handling, Forum of Incident Response and Security Teams, Boston,
Mass., July 1994.
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Table 1:

Examples of CSIRT Types With Associated Missions and Constituencies

CSIRT Type

Nature of Mission

Type of Constituency Served

International Coordination Center

Obtain a knowledge base with a
global perspective of computer
security threats through
coordination with other CSIRTSs.

Building a“web of trust” among
CSIRTs.

Other CSIRTs around the world

Corporation Improve the security of the System and network administrators
corporation’s information and system users within the
infrastructure and minimize threat corporation
of damage resulting from
intrusions.

Technical Improve the security of agiven IT Users of the product

product.

An essential task for the CSIRT isto define its constituency and its relationship to that
constituency, and then go on to promote the CSIRT to the constituents and gain trust by
“doing the job right.” The next few sections focus on some of these issues as they relate to
aspects of the constituency and relationships across those boundaries.

2.1.2.1 Constituency Definition

A constituency might be defined in the form of a statement and may be supported by alist of

domain names.

Example: The constituency of the Pennsylvania State University response team can be
defined simply as “ Pennsylvania State University” and as the domain “*.psu.edu”.

On the other hand, it can be difficult (or even impossible) for a different type of team to
define its congtituency in terms of domain names because its constituency may be very large
and dynamic (changing as customers come and go).

Example: The constituency of AusCERT can be defined simply as “ Subscribers of the
AUsCERT service,” but not everyone within the domain “*.au” will be a subscriber to
AUsCERT services. However, athough AusCERT services are tailored towards their
subscribing customers, in practice other external CSIRTs have used AusCERT as a point
of contact for facilitating communication between Australian sites and other sites
involved in computer security incidents.

Even when a constituency seems to be easy to define in the form of a single domain, there
can be complications. In an academic environment (such as a university), student or faculty
clubs, commercial spin-offs, or systems owned by research organizations might coexist on
the university network. Such systems may or may not use the university domain name and
may or may not fall under the CSIRT for the university.

12

CMU/SEI-2003-HB-002




Example: The CERT/CC is part of Carnegie Mellon University and is housed at the
Software Engineering Institute; however, the CERT/CC manages its computing
infrastructure separately from the university (and the Software Engineering Institute).
Further, the CERT/CC is not the CSIRT for Carnegie Mellon University.

Depending on the range of services offered by a CSIRT and the nature of those services, a
CSIRT may have the need to define more than one constituency. These multiple
constituencies might intersect, be sub- or supersets, or be totally separate from other
constituencies served by that CSIRT. For instance, atechnical CSIRT might provide general
security information on its specialized products to an unbounded constituency (e.g., the
Internet) via a publicly available Web site, but may provide an enhanced range of servicesto
only a subset of that constituency, such as the registered users of its products.

Even in the case of a CSIRT with a very bounded constituency, the CSIRT will most likely
still have to deal with information associated with (or coming from) parties that do not
belong to its constituency. For instance, a CSIRT providing an incident handling serviceto a
bounded constituency will undoubtedly wish to accept incident reports that directly affect its
constituency from parties outside of its constituency, appropriately handle that information,
and ensure that it reaches the appropriate points of contact and is coordinated within its
constituency. Many CSIRTSs act as a coordination point between their constituency and other
external parties (such as other CSIRTS, system administrators, vendors, law enforcement,
legal counsdl, and the media). These interactions can vary from simply relaying regquests to
complete sharing of dataand full cooperation [Pethia 1990c]. It isimportant that a CSIRT
decides, documents, and states how such interactions will be handled (see Section 3.7,
“Interactions,” for more details on this topic).

In some cases CSIRTSs specifically choose not to advertise their constituency. For instance, a
network service provider CSIRT may consider its customer list to be proprietary information
and so will not disclose theinformation. Similarly, a CSIRT that provides fee-for-service may
have contractua agreements with its customersthat prevent the CSIRT from disclosing its
constituency. In such cases CSIRTs revert to describing their constituency in very generic
terms such as “the customers of this organization.” This makesit hard or impossible for such
CSIRTs to provide incident response coordination services to their constituency, as other
external sites and teams do not know if a given congtituent fallswithin a CSIRT's
constituency and so cannot report the activity directly to the appropriate team. What often
occurs in these situations is that the customers are contacted directly by other sites or CSIRTSs
involved in an incident, and then as necessary the customers may (or may not) choose to seek
support from their own CSIRT. It does point out how web-like trust relationships can evolve.

2.1.2.2 Overlapping Constituencies

Not al CSIRTs have unigue constituencies. It is not uncommon for two or more CSIRTs to
offer any given service to overlapping constituencies. However, experience has shown that
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such situations of overlapping constituency will result in confusion between the CSIRTs and
their constituencies unless all parties involved have a clear understanding of their
responsibilities. There have been cases when CSIRTs with overlapping constituencies have
not coordinated with each other appropriately, resulting in duplication of effort and
antagonism between al concerned. Similarly, there have been situations when the
constituents have not known from which CSIRT to seek support or assistance and as aresult
made duplicate or inappropriate reports.

Example: Consider acommercial company that has a contractual agreement with afee-
for-service CSIRT, and as aresult falsinto the constituency of the fee-for-service CSIRT.
Additionally, as the result of being located in a given country, the company fallsinto the
constituency of that country’s national response team.

Example: German federal government organizations are connected to the German
DFN-network for provision of communication and Internet access [K ossakowski 1994].
Many of these organizations fall into the constituencies of two teams:

— DFN-CERT, as aresult of the organizations being connected to the DFN-network,
and

— CERT-BUND, ateam set up by and inside the German Information Security Agency
(BSI [Bundesamt fiir Sicherheit in der Informationstechnik]) to address the specific
needs of German federal government sites.

If any incidents affecting German federal government sites are reported, both teams will
coordinate their activities as appropriate. While CERT-BUND will provide incident response
support towards federal government sites, DFN-CERT might provide technical support in
terms of analysis of vulnerabilities together with CERT-BUND. Both teams will discuss and
coordinate any response affecting both teams.

Example: The CERT/CC has received (and on occasion, continuesto receive) calls from
individuals who are members of another CSIRT’s congtituency. In one case a system
administrator at a university in the United Kingdom called the CERT/CC in the U.S. for
assistance with an incident. The time in the United Kingdom was 9:00 am.; in the U.S.
the local time was 3:00 am. A CERT/CC staff member was paged and provided
immediate assistance to the site. The administrator in the U.K. (who was new to his job)
was not aware of the services offered by JANET-CERT. Once he was informed of the
existence of JANET-CERT and how it could offer him more appropriate service in terms
of local needs and time zone, he contacted JANET-CERT directly. JANET-CERT
followed up by providing the necessary support and advice, in fact being able to provide
details related to the legal situation that the U.S.-based CERT/CC was not ableto
provide.

14
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2.1.2.3 Relationship to Constituency

The nature of the relationship between a CSIRT and its constituency will directly affect the
nature of the services that the CSIRT offers. As described in Table 2, those relationships fall
into three general categories when considered in terms of the authority the CSIRT has over its
constituents.

Table 2:  Possible Authority Relationships Between a CSIRT and Its Constituency

Level of Authority CSIRT/Constituency Relationship

Full The members of the CSIRT have the authority to
undertake any necessary actions or decisions on behal f
of their constituency.

Shared The members of the CSIRT provide direct support to
their congtituents and share in the decision-making
process (i.e., have influence in constituency decisions,
but are unable to dictate to them).

None The members of the CSIRT have no authority over
their constituency and can act only as advocates or
advisors.

A fourth authority relationship, indirect authority, is possible but not common. In such a
relationship, the CSIRT can exert pressure on its constituency to enforce sanctionsif needed.
The influence that a major network service provider (NSP) CSIRT may have over an Internet
service provider (1SP) that it provides serviceto, or the influence that the ISP may have over
its customers, are good examples of indirect authority.

Regardless of the authority relationship, some form of incident handling, or vulnerability
analysis and response, or training services can be offered. However, services such asincident
tracing and intrusion detection (listed in Table 4, “List of CSIRT Services’) may not be
possibleif the CSIRT has no authority over the constituency. In such cases some form of
these services may be possible with contractual agreementsin place to support them. But
such agreements change the authority relationship to some extent.

Example: Take the situation where a CERT Advisory is released that announces an
available patch for a security vulnerability in awidely used network daemon, exploitation
of which resultsin a system compromise. Consider how CSIRTs with differing authority
over their constituencies may react to such an announcement:

Full Authority

The CSIRT could require all constituents to disconnect from the network until they have
installed the patch. Moreover, the CSIRT may manually intervene to disconnect those
constituents that do not comply.

Shared Authority
The CSIRT could advise and influence constituents to disconnect from the network until
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the patch has been installed. Additionally, it might assist the constituency by helping with
coordination and response to the advice.

No Authority

The CSIRT can advise the constituency and propagate infor mation to the congtituency. In
addition, the team can try to motivate the constituency to install the patch. However, the
CSIRT cannot force the constituency to install the patch.

2.1.2.4 Promoting the CSIRT to the Constituency

Once the constituency has been defined, it will be important (regardless of the range and
nature of the CSIRT services) to publicly advertise the constituency definition and the CSIRT
services to ensure that both the constituency and other parties understand what interactions
they might expect with the CSIRT. Particularly if a CSIRT intendsto serve as a single point

of contact for its constituency for computer security incident reports, it must ensure that it
advertises its constituency to ensure that all concerned know to report incidents directly to the
CSIRT rather than to an individual constituent. Similarly, constituents need to know which
CSIRTs are offering them service and how to report to the appropriate CSIRT.

A team’s constituency can be viewed in several ways:

e declared constituency: the constituency that the team claims or wishes to represent

e contractual constituency: the subset of the team’s declared constituency who have a
contractual agreement to report to the team (regardless of whether they make reportsto
the team or not)

e reporting congtituency: the subset of the team’s declared constituency that recognizes the
team as representing it and as aresult makes reportsto it

e others: partieswho fall outside the declared constituency of the team and requireits
services or make reportsto it anyway. These might include those who do not know if
they have ateam that they can report to.

A CSIRT’s goal should be to promote itself and its services as widdly as possible to ensure
that its declared constituency is aware of the team, ensure that other teams know of the
CSIRT and the constituency it serves, and to gain broader recognition of the team in general.
If the team does not effectively communicate its role and services it cannot expect to increase
the size of its reporting constituency or its recognition within the broader CSIRT community.

A CSIRT should promote itself through as many communication channels as possible,
including the use of

e congtituency email lists and newsgroups

e CSIRT or organizational information/\Web server
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e presentation, workshop, and tutorial materials
e general awareness materials and newsletters (both regular and “flash”)

o the media (who can reach those portions of the constituency or management levels that
do not tend to use email, Web, or other online communication methods)

2.1.2.5 Gaining Constituency Trust

Regardless of the CSIRT's (authority) relationship with its constituency, it must do more than
simply define and publicize the constituency that it claims to serve. It cannot operate
effectively without gaining and maintaining the constituency’s trust and respect. Even if a
CSIRT has total authority over its constituency, it does not mean that the constituency’s trust
and respect can be assumed in such arelationship. This trust must be earned and nurtured. As
the team gains the trust and respect of its declared constituency, more of the declared
constituency will begin to recognize and support the team, resulting in the growth of the
team’s reporting constituency. Experience indicates that it takes about a year from the time
that ateam commences operations and announces its declared constituency before a stable
reporting constituency is established.

Regardless of the constituency defined by a CSIRT, itisrare for any team to achieve 100%
recognition by its congtituency. It is useful to keep thisin mind when trying to predict the
impact that ateam can have over its declared constituency. No matter how hard ateam may
try to reach out to its constituency and offer help or influence, it is unlikely that al of the
constituency will respond.

2.1.3 Place in Organization

In the basic framework for a CSIRT, one needs not only to state what the team aimsto do
(mission statement) and for whom (constituency), but also to properly define the “roots’ of
the CSIRT: its placein its parent organization. Thisis not just a matter of administrative
definition—were it only that, this section would not be necessary.

The place that a CSIRT holds in its parent organization is tightly coupled to its stated
mission—and to alesser degree, its constituency. Thisis best demonstrated by considering
the extreme example of a CSIRT with avery highly visible supportive mission for a Fortune
500 constituency. If placed under the system administration department of its parent
organization (a clear mismatch in responsibility), it is destined to fail. To help avoid such
pitfalls, relevant aspects of a CSIRT’s position within its parent organization are discussed in
this section.
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A CSIRT may constitute the entire security team for an organization or may be totally distinct
from an organization’s security team.™* Alternatively, athough an organization may not have
adistinct CSIRT, thisrole may in fact be served implicitly by the organization’s security
team. Regardless of the implementation, provision of the incident handling service is the key
issue. For the purposes of this document, we will consider a CSIRT in its most common and
simplistic form, as part (from asmall to total overlap) of alarger security team housed within
a parent organization, as shown in Figure 1.

Parent Organization

CSIRT

Figure 1: CSIRT Within an Organization

In a corporate environment, a CSIRT must be well embedded within the organization’s
business structure and commonly resides within, or has some overlap, with the organization's
IT security department.

It is also possible for multiple incident handling capabilities to exist within asingle parent
organization. Such situations arise in vendor organizations and network service providers that
may have two separate teams: one to handle incidents involving the company’s own network,
and another providing services to customers. Vendor organizations may also provide
additional services such asthose related to addressing security flawsin their products.
Multiple capabilities might also arise in a single organization that does not provide services

1 A security team is defined as system, network, and security administrators usually located within

an IT department whose job functionsinvolve internal and external security defenses. For
example, they handle security issues and technologies such as firewalls, anti-virusfilters, secure
remote access, and intrusion detection. The term “security team” can refer to individuals who
perform these functions or to a group of individuals who work as a team. These individual s might
be located in a centralized site, but more often are distributed across the enterprise.
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to external parties. For example, a company might choose to handle incidents related to or
caused by malicious software through one team and use a different team for network attacks
and intrusions.

Before a CSIRT can begin to establish its operational guidelines, it isimportant to determine
therole that the CSIRT playsin overall risk management in the context of its organizational
environment and congtituency. Thisrole will vary depending on the nature of the parent
organization and the nature of the constituency that the team serves. Whatever the resulting
role, it isimperative that it is supported by management and understood by all parties
involved.

The parts of the organization that host the computing, networking, and communications
equipment (on which dataresides) clearly carry the technical risk. The businessrisk also
needs to be considered, and that risk may be carried by many different parts of the
organization. However, it isimportant to understand where the responsibility for managing
risk resides, and how each part of the organization involved in this area interacts and
coordinates their responsibilities.

In acommercial organizational setting, different groups in the same organization may have
the responsibility for different aspects of risk management.

Examples: The network operations team responsible for network security issues; the
system administrators responsible for host security issues; the physical security team
responsible for access to buildings and facilities; the CSIRT responsible for coordination
of response to any computer security incident reports; and corporate security responsible
for setting company-wide policies and procedures including all other security-related
teams and personnel.

Regardless of their specific role in risk management, each group needs to understand how its
responsibilities inter-relate to the other organizational components and how to coordinate
with other groupsto ensure that it does not operate in isolation (or contradict any other
group’s operations). Thisincludes providing a clear description of each group’s duties,
interaction/escal ation points, and shared responsibilities.

Similarly, an organization may call upon the services of an external CSIRT. If so, the
responsibilities and operations of the external CSIRT must be included and equally well
defined in the organization’s risk management framework.

2.1.4 Relationship to Other Teams

Therealm of CSIRTsisthe Internet, and therefore the world. There are many constituencies
around the world, and a growing number are served by a CSIRT. In thisregard, at some level
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these CSIRTs have to inter-operate in order to get their job done. This cooperation and
coordination effort is at the very heart of the CSIRT framework: just stating the mission,
defining constituency, and determining the CSIRT’s place within organization are not
sufficient without also covering the coordination issue.

Within the context of CSIRTs asthey exist today, thereis some hierarchical structure that can
be observed between the different types of teams. There are teams providing serviceto
clearly marked constituencies and other teams who serve a coordination role across groups
(commonly national or international) of CSIRTs. However, this structure is not atrue
hierarchy, and in most cases the structure is both informal and voluntary. This informal
structure is seen as a benefit, asit allows teams the flexibility to share information quickly
and effectively with other CSIRTs that they trust and to be more cautious with other teams
with which there has not been as much opportunity to determine trustworthiness.

Some formal hierarchies do exist, such as within the U.S. military. For example, the U.S.
Army, Air Force, and Navy (ACERT/CC,12 AFCERT, and NAV CIRT, respectively), serve
their own constituencies; while the U.S. Department of Defense DOD-CERT coordinates
across all the U.S. military teams.

Note that, for some types of activity, many teams choose to interact directly with other peer
teams and not interact at all with a coordinating CSIRT. This commonly happens when the
teams involved see no need to bring a coordinating CSIRT into the loop to address a specific
problem. However, coordinating CSIRTs usually request that they be informed of all activity
in order for them to obtain an overall view of the level of activity in their domain and aert
other teamsto look for additional or related activity.

Asdepicted in Figure 2, there are various types of possible peer relationships between
CSIRTs. A team may be considered as a coordinating CSIRT if it plays a coordination role
among other CSIRTs. The example in Figure 2 depicts both CSIRTS A and B as coordinating
CSIRTs. In addition to coordinating among CSIRTs C and D, CSIRT B has another
constituency component that is not covered by C or D and is served directly by B. On the
other hand, CSIRT A has a constituency that is solely made up of other CSIRTs (B, E, F, and
G). However, the CSIRTs in A's constituency do not fall into arigid hierarchy because there
is communication between CSIRTs E and F that can occur independent of their
communications with CSIRT A.

The relationships discussed in this section can be used to depict any CSIRT regardless of its
setting or purpose. For instance, CSIRTs such asinternational coordination centers (e.g.,
CERT/CC), nationa response teams (e.g., DK-CERT, JPCERT/CC), fee-for-service response

2. The Army CERT, for example, plays a coordinating role itself across geographically dispersed

regional Army teams (each called an “RCERT").
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teams (e.g., dCERT, IBM/MSS), teams for commercial organizations (e.g., Motorola's
MCERT, Boeing's BCERT), network service provider teams (e.g., UNI-CERT, BT-
CERT/CC), and universities (e.g., Pennsylvania State University’s PSU-CERT, Stanford
University’s SUNSeT) can al be represented using this approach.

Constituency@ CSIRT I:l Coordination «—)-
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Figure 2: CSIRT Peer Relationships

2.2 Service and Quality Framework

The mission statement of a CSIRT essentially has three derivatives—services, policies, and
quality—each of which needs to embody the scope and purpose of the mission statement. The
services offered by ateam are the methods used to carry out the team’s mission. Services are
usually provided to the team’s constituency. Policies are the governing principles under

which the team operates. Quality isthe desired standard at which all activities will be
undertaken. The information flowing within a CSIRT permesates all of the mission statement
derivatives. Governed by services, policies, and quality, procedures specify how activities are
enacted. This framework is depicted in Figure 3.

Following this framework, the three derivatives of the mission statement (services, policies,
and quality) will be discussed in more detail. Although information flow might naturally be a
fourth topic to discuss, it will not be covered in this section. For the purposes of this
handbook, we will mainly concentrate on the flow of information related to any external
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party. The interna flow of information (e.g., between team members, between different
services provided) is nevertheless important for the team to define and improve.
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Figure 3: Service and Quality Framework as Derived from Mission Statement

We consider information flow of basic interest only where it pertainsto external
communication, and as a result, we view the flow of information (e.g., information flow
inside the team) as clearly not abasic CSIRT issue. The topic of interna information flow
will be discussed in relation to servicesin Section 2.4, “Information Flow,” and wherever
relevant in the subsequent treatment of CSIRT issues in Chapters 3 and 4.

A CSIRT can expect to offer arange of different servicesto its constituency that directly
reflects the inherent promise of the CSIRT mission statement. The incident handling service,
which isthe focus of this document, will be described in detail in Chapter 3. To provide the
necessary context for the discussion of the service, however, this section introduces issues
that are generic to al CSIRT services and provides a brief discussion of other common
servicesthat a number of CSIRTS offer.

For each service provided, the CSIRT should provide its constituency with service
descriptions (or formal service level agreements) in as much detail as possible. In particular,
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any service provided by the CSIRT should include an explanation of the attributes and
descriptions as outlined in Table 3.

Table 3:  Service Description Attributes

Attribute Description

Objective Purpose and nature of the service.

Definition Description of scope and depth of service.

Function Descriptions Descriptions of individual functions within the service.

Availability The conditions under which the service is available: to whom, when, and how.
Quality Assurance Quality assurance parameters applicable for the service. Includes both setting and

limiting of constituency expectations.

Interactions and Information | The interactions between the CSIRT and parties affected by the service, such as
Disclosure the constituency, other teams, and the media. Includes setting information
requirements for parties accessing the service, and defining the strategy with
regard to the disclosure of information (both restricted and public).

Interfaces with Define and specify the information flow exchange points between this service
Other Services and other CSIRT servicesit interacts with.
Priority The relative priorities of functions within the service, and of the service versus

other CSIRT services.

These descriptions are helpful to the team when defining, implementing, and operating the
service. Similarly they provide information that should be made available (in some form) to
the constituency to both advertise and set the appropriate expectations for the service. Since
the nature of the field is one of constant change, reprioritization, and technical advancement,
a CSIRT will need to frequently reassess the nature and levels of serviceit provides to keep
pace with the changing environment and the resources availableto it. Likewise, the
constituency must be informed of any noticeable changes.

2.3 CSIRT Services

For ateam to be considered a CSIRT, it must provide one or more of the incident handling
services: incident analysis, incident response on site, incident response support, or incident
response coordination. As we mentioned earlier in this handbook, the incident handling
serviceincludesincident analysis with at |east one of the other incident handling services:
incident response resolution, incident response support, or incident response coordination
(see below for detailed explanations of the differences). In practice, we see that CSIRTs
commonly offer other servicesin addition to the basic incident handling service®®, depending
on the needs of its constituency. These additional services might be provided by the CSIRT
alone or in cooperation with other organizational units (such asthe IT or security
department).

13 Such other services might include, for example, distributing advisories, alerts and warnings,

vulnerability handling, other proactive announcements, and/or training or awareness building
within their constituency.

CMU/SEI-2003-HB-002 23




In addition to the mandatory incident handling service, Table 4 lists some of the most
common services that CSIRTSs provide and the form that those services might take. Within
this set of additional services, afew (such as announcements or vulnerability analysis and
response) are even more likely to be offered, asthey are closely associated with incident
handling activities.

Although this description focuses on services provided by CSIRTS, many of these same
services can aso be provided by system, network, and security administrators who perform
ad hoc incident handling as part of their normal administrative work Sometimes such ad hoc
teams are referred to as a* security teams or other security-related groups.”

2.3.1 Service Categories

There are many services that a CSIRT can choose to offer. The services that each CSIRT
provides should be based on the mission, purpose, and constituency of the team.

CSIRT services can be grouped into three categories:

o Reactive services. These services are triggered by an event or request, such as areport of
a compromised host, wide-spreading malicious code, software vulnerability, or
something that was identified by an intrusion detection or logging system. Reactive
services are the core component of CSIRT work.

e Proactive services. These services provide assistance and information to help prepare,
protect, and secure constituent systemsin anticipation of attacks, problems, or events.
Performance of these services will directly reduce the number of incidentsin the future.

e  Security quality management services. These services augment existing and well-
established services that are independent of incident handling and traditionally performed
by other areas of an organization such asthe IT, audit, or training departments. If the
CSIRT performs or assists with these services, the CSIRT’s point of view and expertise
can provide insight to help improve the overall security of the organization and identify
risks, threats, and system weaknesses. These services are generally proactive but
contribute indirectly to reducing the number of incidents.

The services corresponding to each category are listed in Table 4 and described in detail
below.

It should be noted that some services have both a reactive and proactive side. For example,
vulnerability handling can be done in response to the discovery of a software vulnerability
that is being actively exploited. But it can also be done proactively by reviewing and testing
code to determine where vulnerabilities exist, so the problems can be fixed before they are
widely known or exploited.
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Table 4: List of Common CSIRT Services
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2.3.2 Service Descriptions
2.3.2.1 Reactive Services

Reactive services are designed to respond to requests for assistance, reports of incidents from
the CSIRT constituency, and any threats or attacks against CSIRT systems. Some services
may be initiated by third-party notification or by viewing monitoring or intrusion detection
system (IDS) logs and alerts.

Alerts and Warnings

This service involves disseminating information that describes an intruder attack, security
vulnerability, intrusion alert, computer virus, or hoax, and providing any short-term
recommended course of action for dealing with the resulting problem. The aert, warning, or
advisory is sent as a reaction to the current problem to notify constituents of the activity and
to provide guidance for protecting their systems or recovering any systems that were affected.
Information may be created by the CSIRT or may be redistributed from vendors, other
CSIRTs or security experts, or other parts of the constituency.
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Incident Handling

Incident handling involves receiving, triaging,* and responding to requests and reports, and
analyzing incidents and events. Particular response activities can include

o taking action to protect systems and networks affected or threatened by intruder activity
e providing solutions and mitigation strategies from relevant advisories or aerts

o |ooking for intruder activity on other parts of the network

o filtering network traffic

e rebuilding systems

e patching or repairing systems

e developing other response or workaround strategies

Since incident handling activities are implemented in various ways by different types of
CSIRTs, this service is further categorized based on the type of activities performed and the
type of assistance given asfollows:

Incident analysis. There are many levels of incident analysis and many sub-services.
Essentially, incident analysisis an examination of all available information and supporting
evidence or artifacts related to an incident or event. The purpose of the analysisis to identify
the scope of the incident, the extent of damage caused by the incident, the nature of the
incident, and available response strategies or workarounds. The CSIRT may use the results of
vulnerability and artifact analysis (described below) to understand and provide the most
complete and up-to-date analysis of what has happened on a specific system. The CSIRT
correlates activity across incidents to determine any interrelations, trends, patterns, or
intruder signatures. Two sub-services that may be done as part of incident analysis,
depending on the mission, goals, and processes of the CSIRT, are

e Forensic evidence collection: the collection, preservation, documentation, and analysis
of evidence from a compromised computer system to determine changes to the system
and to assist in the reconstruction of events leading to the compromise. This gathering of
information and evidence must be done in away that documents a provable chain of
custody that is admissible in a court of law under the rules of evidence. Tasksinvolved in
forensic evidence collection include (but are not limited to) making a bit-image copy of
the affected system’s hard drive; checking for changes to the system such as new
programs, files, services, and users; looking at running processes and open ports; and
checking for Trojan horse programs and toolkits. CSIRT staff performing this function
may also have to be prepared to act as expert witnesses in court proceedings.

" Triaging refers to the sorting, categorizing, and prioritizing of incoming incident reports or other

CSIRT requests. It can be compared to triage in a hospital, where patients who need to be seen
immediately are separated from those who can wait for assistance.
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e Tracking or tracing: thetracing of the origins of an intruder or identifying systems to
which the intruder had access. This activity might involve tracking or tracing how the
intruder entered the affected systems and related networks, which systems were used to
gain access, where the attack originated, and what other systems and networks were used
as part of the attack. It might aso involve trying to determine the identity of the intruder.
Thiswork might be done alone but usually involves working with law enforcement
personndl, Internet service providers, or other involved organizations.

Incident response™ on site. The CSIRT provides direct, on-site assistance to help
constituents recover from an incident. The CSIRT itself physically analyzes the affected
systems and conducts the repair and recovery of the systems, instead of only providing
incident response support by telephone or email (see below). This serviceinvolves all actions
taken on alocal level that are necessary if an incident is suspected or occurs. If the CSIRT is
not located at the affected site, team members would travel to the site and perform the
response. In other cases alocal team may already be on site, providing incident response as
part of its routine work. Thisis especialy trueif incident handling is provided as part of the
normal job function of system, network, or security administratorsin lieu of an established
CSIRT.

Incident response support. The CSIRT assists and guides the victim(s) of the attack in
recovering from an incident via phone, email, fax, or documentation. This can involve
technical assistance in the interpretation of data collected, providing contact information, or
relaying guidance on mitigation and recovery strategies. It does not involve direct, on-site
incident response actions as described above. The CSIRT instead provides guidance remotely
so site personnel can perform the recovery themselves.

Incident response coordination. The CSIRT coordinates the response effort among parties
involved in the incident. This usually includes the victim of the attack, other sitesinvolved in
the attack, and any sites requiring assistance in the analysis of the attack. It may also include
the parties that provide I T support to the victim, such as Internet service providers, other
CSIRTs, and system and network administrators at the site. The coordination work may
involve collecting contact information, notifying sites of their potential involvement (as
victim or source of an attack), collecting statistics about the number of sitesinvolved, and
facilitating information exchange and analysis. Part of the coordination work may involve
notification and collaboration with an organization’s legal counsel, human resources or public
relations departments. It would a so include coordination with law enforcement. This service
does not involve direct, on-site incident response.

> Note that “incident response” is used here to describe one type of CSIRT service. When used in

team names such as “Incident Response Team,” the term typically has the broader meaning of
incident handling.
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Vulnerability Handling

Vulnerability handling involves receiving information and reports about hardware and
software vulnerabilities;® anal yzing the nature, mechanics, and effects of the vulnerabilities;
and devel oping response strategies for detecting and repairing the vulnerabilities. Since
vulnerability handling activities are implemented in various ways by different types of
CSIRTSs, this service is further categorized based on the type of activities performed and the
type of assistance given asfollows:

Vulnerability analysis. The CSIRT performs technical analysis and examination of
vulnerabilities in hardware or software. Thisincludes the verification of suspected
vulnerabilities and the technical examination of the hardware or software vulnerability to
determine where it is located and how it can be exploited. The analysis may include
reviewing source code, using a debugger to determine where the vulnerability occurs, or
trying to reproduce the problem on a test system.

Vulnerability response. This service involves determining the appropriate response to
mitigate or repair a vulnerability. This may involve developing or researching patches, fixes,
and workarounds. It also involves notifying others of the mitigation strategy, possibly by
creating and distributing advisories or aerts.*” This service can include performing the
response by installing patches, fixes, or workarounds.

Vulnerability response coordination. The CSIRT notifies the various parts of the enterprise
or constituency about the vulnerability and shares information about how to fix or mitigate
the vulnerability. The CSIRT verifies that the vulnerability response strategy has been
successfully implemented. This service can involve communicating with vendors, other
CSIRTSs, technical experts, constituent members, and the individuals or groups who initialy
discovered or reported the vulnerability. Activitiesinclude facilitating the analysis of a
vulnerability or vulnerability report; coordinating the rel ease schedules of corresponding
documents, patches, or workarounds; and synthesizing technical analysis done by different
parties. This service can aso include maintaining a public or private archive or knowledge
base of vulnerability information and corresponding response strategies.

Artifact Handling

An artifact isany file or object found on a system that might be involved in probing or
attacking systems and networks or that is being used to defeat security measures. Artifacts
can include but are not limited to computer viruses, Trojan horse programs, worms, exploit
scripts, and toolkits.

16 A vulnerability is the existence of aflaw or weakness in hardware or software that can be

exploited resulting in aviolation of an implicit or explicit security policy.

7 Other CSIRTs might further redistribute these original advisories or alerts as part of their services.
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Artifact handling involves receiving information about and copies of artifactsthat are used in
intruder attacks, reconnaissance, and other unauthorized or disruptive activities. Once
received, the artifact is reviewed. Thisincludes analyzing the nature, mechanics, version, and
use of the artifacts; and developing (or suggesting) response strategies for detecting,
removing, and defending against these artifacts. Since artifact handling activities are
implemented in various ways by different types of CSIRTS, this service is further categorized
based on the type of activities performed and the type of assistance given asfollows:

Artifact analysis. The CSIRT performs atechnical examination and analysis of any artifact
found on a system. The analysis done might include identifying the file type and structure of
the artifact, comparing a new artifact against existing artifacts or other versions of the same
artifact to see similarities and differences, or reverse engineering or disassembling code to
determine the purpose and function of the artifact.

Artifact response. This service involves determining the appropriate actions to detect and
remove artifacts from a system, as well as actionsto prevent artifacts from being installed.
This may involve creating signatures that can be added to antivirus software or IDS.

Artifact response coor dination. This service involves sharing and synthesizing analysis
results and response strategies pertaining to an artifact with other researchers, CSIRTS,
vendors, and other security experts. Activitiesinclude notifying others and synthesizing
technical anaysis from avariety of sources. Activities can aso include maintaining a public
or constituent archive of known artifacts and their impact and corresponding response
strategies.

2.3.2.2 Proactive Services

Proactive services are designed to improve the infrastructure and security processes of the
constituency before any incident or event occurs or is detected. The main goals are to avoid
incidents and to reduce their impact and scope when they do occur.

Announcements

Thisincludes, but is not limited to, intrusion alerts, vulnerability warnings, and security
advisories. Such announcements inform constituents about new devel opments with medium-
to long-term impact, such as newly found vulnerabilities or intruder tools. Announcements
enable constituents to protect their systems and networks against newly found problems
before they can be exploited.

Technology Watch

The CSIRT monitors and observes new technical developments, intruder activities, and
related trends to help identify future threats. Topics reviewed can be expanded to include
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legal and legidlative rulings, socia or palitica threats, and emerging technologies. This
service involves reading security mailing lists, security Web sites, and current news and
journal articlesin the fields of science, technology, palitics, and government to extract
information relevant to the security of the constituent systems and networks. This can include
communicating with other parties that are authorities in these fields to ensure that the best
and most accurate information or interpretation is obtained. The outcome of this service
might be some type of announcement, guidelines, or recommendations focused at more
medium- to long-term security iSsues.

Security Audits or Assessments

This service provides adetailed review and analysis of an organization’s security
infrastructure, based on the requirements defined by the organization or by other industry
standards that apply.*® It can also involve areview of the organizational security practices.
There are many different types of audits or assessments that can be provided, including

e infrastructure review—manually reviewing the hardware and software configurations,
routers, firewalls, servers, and desktop devicesto ensure that they match the
organizational or industry best practice security policies and standard configurations

e best practice review—interviewing employees and system and network administrators to
determine if their security practices match the defined organizational security policy or
some specific industry standards

e scanning—using vulnerahility or virus scanners to determine which systems and
networks are vulnerable

e penetration testing—testing the security of a site by purposefully attacking its systems
and networks

Obtaining upper management approval is required before conducting such audits or
assessments. Some of these approaches may be prohibited by organizational policy.
Providing this service can include devel oping a common set of practices against which the
tests or assessments are conducted, along with developing arequired skill set or certification
requirements for staff that perform the testing, assessments, audits, or reviews. This service
could also be outsourced to athird party contractor or managed security service provider with
the appropriate expertise in conducting audits and assessments.

8 |ndustry standards and methodologies might include Operationally Critical Threat, Asset, and
Vulnerability Evaluation® (OCTAVE®"), CCTA Risk Analysis and Management Method
(CRAMM), Information Security Forum’'s Fundamental Information Risk Management (FIRM),
Commonly Accepted Security Practices and Regulations (CASPR), Control Objectives for
Information and (Related) Technology (COBIT), Methode d' Evaluation de la Vulnerabilite
Residuelle des Systemes d'Informa (MELISA), 1SO 13335, 1SO 17799, or SO 15408.

30 CMU/SEI-2003-HB-002



Configuration and Maintenance of Security Tools, Applications,
Infrastructures, and Services

This service identifies or provides appropriate guidance on how to securely configure and
maintain tools, applications, and the general computing infrastructure used by the CSIRT
constituency or the CSIRT itself. Besides providing guidance, the CSIRT may perform
configuration updates and maintenance of security tools and services, such as IDS, network
scanning or monitoring systems, filters, wrappers, firewalls, virtual private networks (VPN),
or authentication mechanisms. The CSIRT may even provide these services as part of their
main function. The CSIRT may also configure and maintain servers, desktops, laptops,
personal digital assistants (PDAS), and other wireless devices according to security
guidelines. This service includes escalating to management any issues or problems with
configurations or the use of tools and applications that the CSIRT believes might leave a
system vulnerable to attack.

Development of Security Tools

This service includes the development of any new, constituent-specific tools that are required
or desired by the constituency or by the CSIRT itself. This can include, for example,
developing security patches for customized software used by the constituency or secured
software distributions that can be used to rebuild compromised hosts. It can aso include
developing tools or scripts that extend the functionality of existing security tools, such asa
new plug-in for avulnerability or network scanner, scripts that facilitate the use of encryption
technology, or automated patch distribution mechanisms.

Intrusion Detection Services

CSIRTs that perform this service review existing IDS logs, analyze and initiate a response for
any events that meet their defined threshold, or forward any alerts according to a pre-defined
service level agreement or esca ation strategy. Intrusion detection and analysis of the
associated security logs can be a daunting task—not only in determining where to locate the
sensorsin the environment, but collecting and then analyzing the large amounts of data
captured. In many cases, specialized tools or expertise is required to synthesize and interpret
the information to identify false alarms, attacks, or network events and to implement
strategies to eliminate or minimize such events. Some organizations choose to outsource this
activity to others who have more expertise in performing these services, such as managed
security service providers.
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Security-Related Information Dissemination

This service provides constituents with a comprehensive and easy-to-find collection of useful
information that aidsin improving security [Kossakowski 2000]. Such information might
include

e reporting guidelines and contact information for the CSIRT
e archives of alerts, warnings, and other announcements

e documentation about current best practices

e general computer security guidance

e policies, procedures, and checklists

e patch development and distribution information

e vendor links

e current statistics and trends in incident reporting

e other information that can improve overall security practices

Thisinformation can be devel oped and published by the CSIRT or by another part of the
organization (1T, human resources, or mediarelations), and can include information from
external resources such as other CSIRTS, vendors, and security experts.

2.3.2.3 Security Quality Management Services

Services that fall into this category are not unique to incident handling or CSIRTs in
particular. They are well-known, established services designed to improve the overall security
of an organization. By leveraging the experiences gained in providing the reactive and
proactive services described above, a CSIRT can bring unique perspectives to these quality
management services that might not otherwise be available. These services are designed to
incorporate feedback and lessons learned based on knowledge gained by responding to
incidents, vulnerabilities, and attacks. Feeding such experiencesinto the established
traditional services (described below) as part of a security quality management process can
improve the long-term security effortsin an organization.

Depending on organizational structures and responsibilities, a CSIRT may provide these
services or participate as part of alarger organizational team effort.

The following descriptions explain how CSIRT expertise can benefit each of these security
quality management services.
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Risk Analysis

CSIRTs may be able to add value to risk analysis and assessments. This can improve the
organization’s ability to assess rea threats, provide realistic qualitative and quantitative
assessments of the risks to information assets, and evaluate protection and response
strategies. CSIRTs performing this service would conduct or assist with information security
risk analysis activities for new systems and business processes or eval uate threats and attacks
against constituent assets and systems.

Business Continuity and Disaster Recovery Planning

Based on past occurrences and future predictions of emerging incident or security trends,
more and more incidents have the potential to result in serious degradation of business
operations. Therefore, planning efforts should consider CSIRT experience and
recommendations in determining how best to respond to such incidents to ensure the
continuity of business operations. CSIRTs performing this service are involved in business
continuity and disaster recovery planning for events related to computer security threats and
attacks.

Security Consulting

CSIRTs can be used to provide advice and guidance on the best security practicesto
implement for constituents' business operations. A CSIRT providing this service isinvolved
in preparing recommendations or identifying requirements for purchasing, installing, or
securing new systems, network devices, software applications, or enterprise-wide business
processes. This service includes providing guidance and assistance in developing
organizational or constituency security policies. It can aso involve providing testimony or
advice to legidative or other government bodies.

Awareness Building

CSIRTs may be able to identify where constituents require more information and guidance to
better conform to accepted security practices and organizational security policies. Increasing
the general security awareness of the constituent population not only improves their
understanding of security issues but aso helps them perform their day-to-day operationsin a
more secure manner. This can reduce the occurrence of successful attacks and increase the
probability that constituents will detect and report attacks, thereby decreasing recovery times
and eliminating or minimizing losses.

CSIRTs performing this service seek opportunities to increase security awareness through
developing articles, posters, newsletters, Web sites, or other informational resources that
explain security best practices and provide advice on precautions to take. Activities may also
include scheduling meetings and seminars to keep congtituents up to date with ongoing
security procedures and potential threats to organizational systems.
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Education/Training

This service involves providing information to constituents about computer security issues
through seminars, workshops, courses, and tutorials. Topics might include incident reporting
guidelines [CERT/CC 19984], appropriate response methods, incident response tools,
incident prevention methods, and other information necessary to protect, detect, report, and
respond to computer security incidents.

Product Evaluation or Certification

For this service, the CSIRT may conduct product evaluations on tools, applications, or other
services to ensure the security of the products and their conformance to acceptable CSIRT or
organizational security practices. Tools and applications reviewed can be open source or
commercia products. This service can be provided as an evaluation or through a certification
program, depending on the standards that are applied by the organization or by the CSIRT.

Asasummary of the list of services described in the above section, our experience and
discussions with others has shown that whatever services a CSIRT chooses to offer, the
parent organi zation or management must ensure that the team has the necessary resources
(people, technical expertise, equipment, and infrastructure) to provide avalued service to
their congtituents, or the CSIRT will not be successful and their constituents will not report
incidents to them.™

2.3.3 Selection of Services

A CSIRT must take great care in choosing the servicesit will offer. The set of services
provided will establish the resources, skill sets, and partnerships the team will need to
function properly. The selection of services should first and foremost support and enable the
business goals of the CSIRT’ s constituency or parent organization. The services provided
should be those that the team can realistically and honestly provide based on the team size
and range of expertise and skills.

To alarge extent, the success of the CSIRT will depend on the overall quality of the services
it providesto its constituency. It is better to offer afew services well than alarge range of
services poorly. As a CSIRT gains the trust and respect of its constituency, it can look to
expand its services as staff and funding permit.

When deciding the range and nature of servicesto provide, care should be taken to ensure
that the service selection supports and complements the overall CSIRT mission. In reality

9 |f the CSIRT does not provide the services but outsources the activities to another organization

such as a managed security services provider, the same standards for staffing, equipment, and
infrastructure still are just asimportant and must be adhered to, in order to protect the CSIRT,
organizational data, and services.
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many teams offer alimited set of services but their constituenciesinsist on adaptations or
additional services. If these additional demands are made from influential constituency
members and the CSIRT is lacking high-level management support, the tendency isto
provide some element of support for these services even if they fall outside of the team's
officia charter.

Using the attributes and definitions in Table 3, any other additional services can be described
in asimilar fashion to the incident handling service presented in Chapter 3.

2.4 Information Flow

Whatever services are offered by a CSIRT, it isimportant to understand which of those
services are in some way related to each other and what the interdependencies are. In
particular, it is necessary to specify the interfaces between the services and any associated
information flow between the services. It isimportant to identify which services

o rely oninformation from, or provide information to, another service
e areresponsible for providing/requesting the information to/from another service
o have ashared need for a specific function or a specific set of information

o transfer information-dependent responsibilities (e.g., for confidentiality, appropriate use)
to another service or externally (other CSIRTS, constituency)

Using thisinformation, it may be possible to optimize the use of resources, to avoid
duplication of effort and make efficient use of pre-existing information. For example, al
incoming requests could be handled by a centralized help desk that directs (or “triages’) the
requests to the appropriate service. For other services handling incoming requests directly,
care must be taken to ensure that any information flow linkages with other (related) CSIRT
services are appropriately identified and shared to avoid unnecessary duplication of effort.

Example: Consider a CSIRT that handles non-virus related incident reports and a separate
department that handles any virus-related activity. Say a congtituent contacts the CSIRT
to report a compromise on a system that involves both modifications to the system (e.g.,
additional user accounts added, system changes, defaced Web-pages) and indications of
virus-related activity (known viruses or worm programs installed on the compromised
machine). At the same time, the constituent also notifies the CSIRT that there have been
recent changes in personnel responsible for the affected system. The constituent provides
the latest contact information for the new personndl. In this situation, the CSIRT has
information that the virus-handling department should be aware of. After following their
procedures for verifying information and requesting permission to pass the information
on to the other department, the CSIRT passes the relevant information to the virus-
handling department. This eliminates the need for the constituent to separately contact
the virus-handling department to notify them of activity. It also ensures that both groups
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are aware that thereis activity that falls under each of their respective groups—the two
groups may collaborate or agree that one or the other will take the lead in bringing the
incident to resolution.

Care should be taken to ensure that information sharing is handled consistently and
appropriately. Different services will have different information handling requirements.
Depending on the specific situation, information flow may be restricted due to specific
policies (such as an information disclosure policy). Moreover, these differing requirements
may even prevent any sharing of information unless either some form of data cleansing can
be enforced or appropriate contractual agreements are in place. Thisissue must be considered
before deciding to share information between any given services and reviewed whenever
policy and procedure changes occur.

It may be necessary to give different priorities to similar types of requests depending on the
source of the request. For example, the incident handling service could obtain simultaneous
requests for incident statistics from both the vulnerability handling service (e.g., to assess the
frequency with which a given vulnerability is exploited and prioritize further action) and the
education/training service (in the process of updating public presentation materials). A higher
priority would likely be given to the request from the vulnerability handling service, asit
could have a more immediate effect on the overall incident statistics and how that affects the
examination and analysis of avulnerability (and perhaps the constituency, if the vulnerability
handling service would be providing guidance to them). It would be a more “reactive’ need
than the “ proactive’ needs for updating training, education, and awareness components. This
example also raises the issue of information sharing again. The information provided to the
vulnerability handling service would most likely include details on the frequency of incidents
reported that involve specific methods of exploitation. The information provided to the
education/training service, on the other hand, would likely be sanitized of specific details
about the information for any public training offering (at least in such away asto remove
details of yet unsolved exploitation methods, sites, etc.).

Some basic examples of possible information-flow relationships between the most commonly
provided CSIRT services and the incident handling service are outlined in Table 5. These
examples do not attempt to be comprehensive or specify mandatory interactions. They
provide aflavor of the type of interactions to be expected. Of course, when considering your
own set of CSIRT servicesit will be important to build a matrix of al possible service
interactions, not just those with the incident handling service.

Due to the limited resources available to many teams and the close associ ations between
some of the common services, the distinction between different services may become blurred.
When the distinction becomes artificid, it is probably wise to merge the closely related
services into one service; the separate parts can then be labeled “functions” within the service
according to the terminology of this handbook.
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Table 5:
Service

Examples of Possible Information Flow to and from the I